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Reduce the cost of crossing the address-space boundary;

BaCkgr Ound system-call overhead, context-switching and memory mapping

User Space Kernel Space
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Reduce the cost of crossing the address-space boundary;

BaCkgr Ound system-call overhead, context-switching and memory mapping

User Space Kernel Space
Traditional + NVMe
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Background

Reduce the cost of crossing the address-space boundary;
system-call overhead, context-switching and memory mapping

User Space Kernel Space
Traditional + NVMe
* Operating System Managed read()/write() P
* T/Ois just reading and writing pread()/pwrite() M
»Storage device is-the bottleneek readv()/writev()
= Threadpool for scale
ﬁ APP write(1) write(2) write(...) write(N)
Oo write read
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- Applicable when
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n < # cores you want to
spent processing 1/0
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Reduce the cost of crossing the address-space boundary;
system-call overhead, context-switching and memory mapping
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Background: the problem

* We are in an interesting time of system interface changes, fluctuating from

operating system managed, unikernels and OS bypass.

* Additionally, storage device interfaces are expanding with new command sets

* Question: How do you manage, and leverage, I/O interface innovation?
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Background: the problem

* The wide span of system interfaces has become the API
* Thus, applications must implement them all or be locked-in to a single system

* Question: Is I/O interface independence possible?
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Background: the problem

We denote I/0 interface independence the following property of a

data-intensive system: changing I/O interface does not require
refactoring the rest of the system.

Our hypothesis is that I/O interface independence can be achieved at
negligible performance cost.
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Background: the problem

Lanes directly to CPU 645 5

* Negligible performance cost, how much is that?

* Ideally less than other means of I/O routing
* I/O routing through PCle switch ~150 nsec
* I/O routing through PCH ~865 nsec
* I/O routing through OS storage stack ~1500 nsec

* In relation to media access times
* I/O access on “fast” NAND in an NVMe SSD ~7.000 nsec ComecidviaM2port g
Lanes via PCH to CPU
* /O access on “slow” NAND in an NVMe SSD is ~60.000 nsec

* Negligible, a small fraction of media-access time,
relative to other means of I/O routing =2 low hundreds
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Background: the problem

* Questions
* Is I/O interface independence possible? And at what cost?
* How do you manage, and leverage, I/O interface innovation?
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[/O Interface Independence with xNVMe: API
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CORE API
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* Device Handles

* xnvme_enumerate(uri, opts, cb, args)
* dev = xnvme_dev_open(uri, opts)
* URI Examples (CLI tool)
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* Device Handles
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* dev = xnvme_dev_open(uri, opts)
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e Buffers

* Contigous (* void)
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* Buffers
* Contigous (* void)
* Vectored (struct iovec)
e buf = xnvme_buf_alloc(dev, nbytes)

Ensure alignment constraints are met
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Payload description: number of iovecs, | CORE API
° Commands size of contig. buf, etc. \ M
Command(s)
* xnvme_cmd_passv(ctx, vec[], ...) 5 "
= f 7
e xnvme_cmd_pass(ctx, |buf, ...) 3 S
- Callback =2
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* NVMe Command/Completion (sqe/cqe) % e 5
* Auxilary Information (Device & I/O path) Storage Deyice or File
¢ Synchr onous e ( ) ( \
ctx = xnvme_cmd_ctx_from_dev(dev) J
... setup ctx.cmd (sge) ...
xnvme_cmd_pass(ctx, buf, ...)
libaio
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io_uring SPDK Driver
=
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* Asynchronous

xnvme_queue_init(dev, cap, **q, ..)

I/O Interface Independence with xNVMe
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* Asynchronous
xnvme_queue_init(dev, cap, **q,

ctx = xnvme_cmd_ctx_from_queue(q)

setup ctx.cmd (sqge) ...
xnvme_cmd_pass(ctx, buf, ...)
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* Asynchronous
xnvme_queue_init(dev, cap, **q,

ctx = xnvme_cmd_ctx_from_queue(q)
setup ctx.cmd (sqge) ...

xnvme_cmd_pass(ctx, buf, ...)

xnvme_queue_poke(q, max)
xnvme_queue_drain(q)
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* Asynchronous
xnvme_queue_init(dev, cap, **q,

ctx = xnvme_cmd_ctx_from_queue(q)
setup ctx.cmd (sqge) ...
xnvme_cmd_pass(ctx, buf, ...)

4 Process at most max completions

xnvme_queue_poke(q, max)
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* Asynchronous
xnvme_queue_init(dev, cap, **q,

ctx = xnvme_cmd_ctx_from_queue(q)
setup ctx.cmd (sqge) ...
xnvme_cmd_pass(ctx, buf, ...)

4 Process at most max completions

xnvme_queue_poke(q, max)

ctx.callback(ctx, ctx.args)
inspect ctx.cpl (cge)
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* Asynchronous
xnvme_queue_init(dev, cap, **q,

ctx = xnvme_cmd_ctx_from_queue(q)
setup ctx.cmd (sqge) ...
xnvme_cmd_pass(ctx, buf, ...)
_w Process at most max completions
xnvme_queue_poke(q, max)
xnvme_queue_drain(q)
Process completions until queue is empty
ctx.callback(ctx, ctx.args)
inspect ctx.cpl (cge)
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 Device Handles
e Buffers

* Commands
* Synchronous
* Asynchronous

* For details, docs are available

* C API
https://xnvme.io/docs/latest/capis/

* C API Examples
https://xnvme.io/docs/latest/examples/
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* A minimal encapsulation of system-interfaces and user-space drivers
into a unified API for device handles, buffers, commands and their
submission in synchronous and asynchronous mode

SPDK/bdev

xNVMe core

aio, libaio, io_uring, psync, iocp

devfs / sysfs
Block Devices SPDK/NVMe
Kernel/NVMe Fabric

+ Transport
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* Extensibility: a single, simple command construction

xNVMe command-sets: ZNS, KV, Compute
SPDK/bdev

xNVMe core

aio, libaio, io_uring, psync, iocp

devfs / systs

Block Devices SPDK/NVMe
tional pKerme/NVMe Fabric
Traditional
+ Transport
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* Extensibility: a single, simple command construction

* Applications: use command-set helpers or directly to the core

Applications

xNVMe command-sets: ZNS, KV, Compute

SPDK/bdev
xNVMe core
aio, libaio, io_uring, psync, iocp
devfs / sysfs
Block Devices SPDK/NVMe
" Kernel/NVMe Fabric
Traditional
+ Transport
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Performance Evaluation: framework

* Quantity performance penalty of xNVMe
1. Baseline overhead; non-I/O interface and non-device specific
2. For each I/O Interface compare overhead using an NVMe device

3. Scalability; for each I/O interface using an NVMe device: verity that the

overhead remains constant when scaling up I/O payload size and queue-
pressure



Performance Evaluation: framework

* Quantify performance penalty of xXNVMe ntel Core i5-9400 2.9Ghs
* Commodity hardware for reproducibility Memory  Corsair2x 16GB DDR4 3200Mh:
Board MSI MPG Z390I Gaming Edge AC
SSD Intel Optane Memory M10 Series
(MEMPEK1J016GAL)
FreeBSD Version 12.1
fio Version 3.27
gce Version 10.2.1
clang Version 12.0.1
SPDK Version 21.04
xNVMe Version 0.0.26
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* Quantify performance penalty Of XNVMe CPU Intel Core i5-9400 2.9Ghz
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FreeBSD Version 12.1
fio Version 3.27
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Performance Evaluation: framework

* Quantify performance penalty Of XNVMe CPU Intel Core i5-9400 2.9Ghz

* Commodity hardware for reproducibility Memory  Corsair2x 16GB DDR4 3200Mh:

* Optane NVMe SSD advertises low and Board MSI MPG Z3901 Gaming Edge AC
predictable I/O latency (~7000 nsec). SSD el Optane Mermory M1o Serfes

* fio is utilized to do relative comparison

* xXNVMe I/O interface implementations vs FrecBSDES (Versiont 21
state-of-the-art reference implementations fio Version 3.27
* Random-read spanning the entire device gee Version 10.2.1
clang Version 12.0.1
SPDK Version 21.04
xNVMe Version 0.0.26
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Performance Evaluation: framework

I/O Operations pr. second (iops k) as a function of qd; fixed-bs=512

—— default
iop

* Commodity hardware for reproducibility e 0| W a

* Optane NVMe SSD advertises low and Q
predictable I/O latency (~7000 nsec).

* fio is utilized to do relative comparison

* xXNVMe I/O interface implementations vs
state-of-the-art reference implementations

* Random-read spanning the entire device 10 Depth (a0

* Quantify performance penalty of xXNVMe

nd (io

400 +

300 H

I/O Operations pr. seco

200 A

* io_uring tunables; using submission-
queue-thread-polling, register files +
buffers, contig-buffer payloads
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* Quantify performance penalty of xXNVMe
* Establish a baseline by running without a device

* Fio random-read at qd=1, bs=4k
* built-in I/O engine NULL
* xNVMe I/O engine using —async=nil
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* Quantity performance penalty of xNVMe

* Establish a baseline by running without a device

e Fio random-read at q d=1, bs=4k engine \ latency (nsec)

* built-in I/O engine NULL NULL 17916 48

I/O Interface Independence with xNVMe



Performance Evaluation: baseline

* Quantity performance penalty of xNVMe

* Establish a baseline by running without a device

e Fio random-read at q d=1, bs=4k engine \ latency (nsec)

* built-in I/O engine NULL NULL 17916 48
* xNVMe I/O engine using —async=nil \vMe[async=nil] 90 82 15844 74
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Performance Evaluation: baseline

* Quantify performance penalty of xXNVMe

* Establish a baseline by running without a device

e Fio random-read at q dzl, bs=4k engine \ latency (nsec)

* built-in I/O engine NULL

NULL 17916 48
* xXNVMe I/O engine using —async=nil xNVMe[async=nil]

90 82 15844 74
1) xNVMe does not impact variance, thus, we consider avg. lat.

I/O Interface Independence with xNVMe



Performance Evaluation: baseline

* Quantify performance penalty of xXNVMe

* Establish a baseline by running without a device

e Fio random-read at q dzl, bs=4k engine \ latency (nsec)

* built-in I/O engine NULL
* xNVMe I/O engine using —async=nil  ,NvMe[async=nil]

NULL 17916 48

90 82 15844 74
1) xNVMe does not impact variance, thus, we consider avg. lat.

2) Baseline overhead = 90 — 36 = 54 nsec per I/O
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Performance Evaluation: baseline

* Quantify performance penalty of xXNVMe

* Establish a baseline by running without a device

e Fio random-read at q d=1, bs=4k engine \ latency (nsec)

* built-in I/O engine NULL NULL 17916 48
* xNVMe I/O engine using —async=nil \vMe[async=nil] 90 82 15844 74

1) xNVMe does not impact variance, thus, we consider avg. lat.
2) Baseline overhead = 90 — 36 = 54 nsec per I/O

* We will now explore how xNVMe behaves when accessing an SSD
through the following I/O interfaces: POSIX aio (FreeBSD + Linux),
libaio, IOCP, io_uring and SPDK/NVMe.

I/O Interface Independence with xNVMe



Performance Evaluation: interface qd=1, bs=4k

* Quantify performance penalty of xXNVMe

* expected penalty = reference latency + baseline + I/O specific

30000 ~

B 25000

LN

=

=

S 20000 -

w

v

=

@ 15000 4

=

£

&' 10000 -

H

[15]

-

5000 ~
0- .
Latency in nano-seconds (lat) at qd: 1 and bs: 4k

BEE Linux/spdk/ref. EEE Linux/io_uring-cpoll/xNVMe EEEN Linux/posix/ref.
I Linux/spdk/xNVMe =3 Linux/io_uring-sqt/ref. @ Linux/posix/xNVMe
B Linux/libaio/ref. EEE Linuxfio_uring-sqt/xNVMe BEEE FreeBSD/posix/ref.
El Linux/libaio/xNVMe [ Windows/iocp/ref. EEE FreeBSD/posix/xNVMe
= Linux/io_uring-cpoll/ref. R wWindows/iocp/xNVMe
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Performance Evaluation: interface qd=1, bs=4k

* Quantify performance penalty of xXNVMe

* expected penalty = reference latency + baseline + I/O specific

* Expectation is met for io_uring 30000 {
* Penalty = ~136 nsec
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B Linux/libaio/ref. EEE Linuxfio_uring-sqt/xNVMe BEEE FreeBSD/posix/ref.
El Linux/libaio/xNVMe [ Windows/iocp/ref. EEE FreeBSD/posix/xNVMe
= Linux/io_uring-cpoll/ref. R wWindows/iocp/xNVMe
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Performance Evaluation: interface qd=1, bs=4k

* Quantify performance penalty of xXNVMe

* expected penalty = reference latency + baseline + I/O specific

* Expectation is met for io_uring 30000 {
* Penalty = ~136 nsec

* Otherwise, same/less = Why?
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Performance Evaluation: interface qd=1, bs=4k

* Quantify performance penalty of xXNVMe

* expected penalty = reference latency + baseline + I/O specific

* Expectation is met for io_uring 30000 {
* Penalty = ~136 nsec

* Otherwise, same/less = Why?

* Interrupt-driven I/O interfaces

* xNVMe spins instead of waiting
for interrupt/wakup

25000

20000

15000 +

10000

Latency in nano-seconds (lat)
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® SPDK/ I\l ‘ 2Me Snaxssodkiret Latency in nano-seconds (lat) at gd: 1 and bs: 4k

1ol EEE Linux/io_uring-cpoll/xNVMe EEEN Linux/posix/ref.
. . . I Linux/spdk/xNVMe =3 Linux/io_uring-sqt/ref. Em Linux/posix/xNVMe
o leferent IO englne, dOlng more Work BEEm Linux/libaio/ref. EES Lnux/io_uring-sqt/xNVMe BEEEl FreeBSD/posix/ref.
El Linux/libaio/xNVMe [ Windows/iocp/ref. EEE FreeBSD/posix/xNVMe
= Linux/io_uring-cpoll/ref. R wWindows/iocp/xNVMe

* Hooks in at a higher-level in the driver
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Performance Evaluation: scalability check

* Varying queue-depth (qd)=[1,2,4,8]; fixed block-size (bs)=4k
* Varying block-size (bs)=[512,4k,32k]; fixed queue-depth (qd) =1

* The above visualized as plots of latency as a function of the varied
parameter



Performance Evaluation: scalability check

* Varying queue-depth (qd)=[1,2,4,8]; fixed block-size (bs)=4k
* Varying block-size (bs)=[512,4k,32k]; fixed queue-depth (qd) =1

* The above visualized as plots of latency as a function of the varied
parameter

* A perfect result would illustrate xXNVMe and the reference
implementation as lines parallel to each other

=>» Thus, the xNVMe overhead does not degrade with increasing
queue depth or block size



Performance Evaluation: scalability check
* Varying queue-depth (qd)=[1,2,4,8]; fixed block-size (bs)=4k

Latency in nano-seconds as a function of I/O Depth (qd);fixed-bs=4k Latency in nano-seconds as a function of I/0-Depth(qd);fixed-bs=4k Latency in nano-seconds as a function of I/O Depth (qd);fixed-bs=4k
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* A near perfect result is achieved on all accounts for the xNVMe
implementations, except for the Windows I/O interface, this has been
identified as a short-coming in the backend implementation



Performance Evaluation: scalability check
* Varying queue-depth (qd)=[1,2,4,8]; fixed block-size (bs)=4k

Latency in nano-seconds as a function of I/O Depth (qd);fixed-bs=4k Latency in nano-seconds as a function of I/0-Depth(qd);fixed-bs=4k Latency in nano-seconds as a function of I/O Depth (qd);fixed-bs=4k
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* A near perfect result is achieved on all accounts for the xNVMe
implementations, except for the Windows I/O interface, this has been
identified as a short-coming in the backend implementation

* Observations unrelated to xXNVMe:
* POSIX aio does dramatically better on FreeBSD than on it does on Linux.
* On Linux, io_uring, libaio and SPDK saturates the device at QD4.



Performance Evaluation: scalability check
* Varying block-size (bs)=[512,4k,32k]; fixed queue-depth (qd) =1
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* A near perfect result is achieved on all accounts for the xNVMe
implementations, and thus the xNVMe penalty is constant in this
regard.
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Performance Evaluation: scalability check

* Varying block-size (bs)=[512,4k,32k]; fixed queue-depth (qd) =1

Latency in nano-seconds as a function of Block-Size; fixed-qd=1
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* A near perfect result is achieved on all accounts for the xNVMe
implementations, and thus the xXNVMe penalty is constant in this
regard.

* Observations unrelated to xNVMe:
* POSIX aio on FreeBSD has issues with larger block-sizes.




Performance Evaluation: conclusion

* Quantify performance penalty of xXNVMe
* Baseline penalty ~ 54 nsec per I/O

* io_uring penalty ~ 129 nsec to136 nsec
* Interrupt-driven; less than reference due to completion-processing

* User space; less due to minor difference io-engine implementation

* The penalty is constant when scaling I/O depth and block-size
* Except for Windows IOCP



Extensibility: a recent example

* Support for Linux async. NVMe Passthru

* Akaio_uring cmd / async. ioctl()
5.15

* Linux Changes 1
* Generic namespace char-devices /dev/ngOn1
518 * Extension of io_uring big-sqe & big-cqe
\ NVMe sqe/cqe embedded in ring-sqe/cqe
* Non-NVM Command-sets = efficiently

* xXNVMe
* System interface handled by library backend
* No changes to CORE API
* No changes to upper-layers
* No changes to the application

I/O Interface Independence with xNVMe
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Recent Developments 1/2

* MacOS Support
* Basic usability of psync, emu, and thrpool
* Targeted for v0.5.0

e libvin backend

* Linux vfio-based user space NVMe driver for low-level tinkering
* See: https://github.com/OpenMPDXK/libvin
* Targeted for xNVMe v0.5.0
* Python Bindings
* ctypes and Cython
* Targeted for xNVMe v0.5.0



Recent Developments 2/2

* Fio
* xXNVMe is merged in upstream fio
* Available upon release of fio 3.31

* SPDK

* bdev/xNVMe patchset in-review, has 2x +1 from reviewers
* Targeting SPDK release 22.10



Summary

* I/O Interface Independence is achievable with xXNVMe for a cost of
54 to 136 nsec per I/O

* Unified API for the continuing innovation on I/O interfaces
* Fio, available now in upstream master, released with fio v3.31
* SPDK bdev-integration targeted for SPDK v22.10

* Documentation: https://xnvme.io/docs/ XN VME
NP,

* Repository: https://github.com/OpenMPDK/xNVMe N
* SYSTOR22 Article: https://dl.acm.org/doi/10.1145/3534056.3534936
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